


Scenario

The introduction of Lambda support for OCI container images provides customers with more choices
when it comes to packaging formats. Developers can now choose to take advantage of the event-driven
runtime model and cost-savings advantages of AWS Lambda, while taking advantage of the predictability
and control offered by a container-based development and deployment cycle.
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1 |Download the Dockerfile and the app code folder provided with this workbook

Package the web application as a Docker image running on Alpine with Python

Create an ECR repository and login to it.

Tag the image appropriately and push it into the ECR repository.

2
3
4 |Build the image with the downloaded dockerfile and the support files
5
6

Create a Lambda function with the image in ECR.




Step 1 : Docker Image creation

Step number
Step name

Instructions

a

Creation of Docker image

1)
2)

Create an EC2 instance using the Ubuntu 22.04 in the default VPC.
Attach the role “LablnstanceProfile” to the instance created above. This
role is already present on your AWS Academy account.

Note : For personal AWS accounts, create a new IAM role for EC2 and
add the policy “EC2ContainerRegistryFullAccess” to it.

Download the file OCl.zip provided with this workbook and copy it to the
EC2 instance using the scp command

scp -i <pem file name> ./OCl.zip ubuntu@<public IP of
instance>:/home/ubuntu

(Ensure that the file OCl.zip and the pem file are in the same folder before
running this command)

Login to the instance using SSH and run the following commands to set
up the environment

wget https://d6opu47qoidee.cloudfront.net/dockerinstallscript.sh
bash ./dockerinstallscript.sh

sudo apt install unzip

unzip OCl.zip

(At this point, log out of the instance and log in again to ensure that
the above command works. Then continue with the rest of the
commands)

sudo apt install awscli -y

aws configure

Skip the access key and secret access key fields by pressing the
Enter key. Enter the region as

us-east-1 and format as json

Run the below command to create the Docker image

docker build -t lambda_ecr .

Run the below command to verify the creation of the image
docker images

Expected screenshots 1) Building the Docker image

2) List of the created images



https://d6opu47qoi4ee.cloudfront.net/dockerinstallscript.sh
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Launch an instance

Successfully initiated launch of instance (i-0854db672b97a5b49)

» Launch log

Next Steps
Q What would y

Create billing usage alerts

To manage costs and avoid surprise bills, set up
email notifications for billing usage thresholds.

(" Create billing alerts 7 )

Create AWS budget

AWS Budgets allows you to create budgets,

forecast spend, and take action on your costs and

usage from a single location.

(__create AWS budget 12 )

instance, for example

Connect to your instance

Once your instance is running, log into it from your
local computer.

Connect to instance (2 )

Manage CloudWatch alarms
Create or update Amazon CloudWatch alarms for
the instance.

(" Manage CloudWatch alarms 2 )

To change permissions, click Edit.

Permissions for Chirag Pc

Ec2
v Instances
Edit o
Allow Deny ¥ Elastic Block 5

Full control

Modify

Read & execute
Read

Wiite

Special permissions

LLCCK

For special permissions or advanced settings,
click Advanced

oK Cancel App

¥ Instances

v Elastic Block SRS

‘

Connect an RDS database

Configure the connection between an EC2 instance
and a database to allow traffic flow between them.

(" Connect an RDS database 12 )

S database 12

Disaster recovery for your instances
Recover the instances you just launched into a
different Availability Zone or a different Region
using AWS Elastic Disaster Recovery (DRS).

Create EBS snapshot policy

Create a policy that automates the creation,
retention, and deletion of EBS snapshots

( create EBS snapshot policy 12 )

Monitor for suspicious runtime
activities

Amazon GuardDuty enables you to continuously
monitor for malicious runtime activity and

= ~
(" isaster recovery for your instances (2 )

behavior, with near real-time
visibility into on-host activities occurring across
your Amazon EC2 workloads.

(" Monitor for suspicious runtime activities 2

Manage detailed monitoring

Enable or disable detailed monitoring for the
instance. If you enable detailed monitoring, the
Amazon EC2 console displays monitoring graphs

with a 1-minute period.

(" Manage detailed monitoring 2 )

Get instance screenshot

Capture a screenshot from the instance and view it
as an image. This is useful for troubleshooting an
unreachable instance.

stance screenshot 12 )

Create Load Balancer

Create a application, network gateway or classic
Elastic Load Balancer

(" Create Load Balancer 12 )

Get system log

View the instance's system log to troubleshoot
issues.

Get system log (2 )

View all instances




Ins{

//us-east-1. archive.ubuntu.com/ubuntu resolute-updates/restricted amd64v3 Packages [241 kB]
//us-east-1. .archive.ubuntu.com/ubuntu resolute-updates/restricted Translation-en [44.6 kB]
.archive.ubuntu.com/ubuntu resolute-updates/multiverse amd64v3 Packages 360 B]
.archive.ubuntu.com/ubuntu resolute-updates/multiverse Translation-en [772 B]
-archive.ubuntu.com/ubuntu olute-updat ive amd64 Components [216 B]
Instances h / _ec2.archive.ubuntu.com/ubuntu e amd64 c-n-f Metadata [256 B]
frisfannts .ec2.archive.ubu om/ubuntu Components [212 B]
Instance Types 0 1 c2.archive.ubu om/ubuntu
= ive. tu.com/ubuntu lute-backpor
Spot Reque: ] h / s .ec2.archive. .com/ubuntu resolute-backports/universe amd64 c-n-f Metadata [116 B]
Sovics i E g .archive.ubu om/ubuntu resolute-backpor n [216 B]
http://us-ea c2.archive. com/ubuntu re - tadata [120 B]
http .ec2.archive.ubuntu.com/ubuntu e-bac i 6 mponents [216 B]
http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute-backports/multiverse amd64 c-n-f Metadata [120 B]
bR Fetched 30.3 MB in 4s (72 kB/s
Images 44 packages can be upgraded. Run 'apt list --upgradable' to see them.
AMIs enupg is already the newest ion (2.4.8-4ubuntu3).
PSSt e set to manually installed.
Elastic Block S{USUCEER]
Volumes
Snapshots
Summary
Upgrading: 4, Installing: @, Removin, Not Upgrading:
nload size:
ed sp

Lifecycle Manage}

Network & Sed]

et:1 http st-1.ec2.archive.ubuntu.com/ubuntu resolute-updates/main amd64v3 ca-certificates all 20: 1~26.04.1 [139 kB]
Get:2 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute-updates/main amd64v3 curl amd64 8.18.0-lubuntu2.2 [272 kB]
Get:3 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute-updates/main amd64v3 libcurl4t64 amd64 8.18.@-lubuntu2.2 [426 kB]
5 Get:4 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute-updates/main amd64v3 libcurl3t64-gnutls amd64 8.18.@-lubuntu2.2 [417 kB]
Il - t ched 1255 kB in @s (36.2 MB/s)
Jget Preconfiguring packages ...
(Reading database ... 85303 files and directories currently installed.)
LRSI ~eparing to unpack .../ca-certificates 20260601~
ke Unpacking ca-certificates (20260601~26.04.1) over (202602
curl_8.18.0-lubuntu2.2_amd64v3.deb
Settings Unpacking curl (8.18.8-lubuntu2.2) over (8.18.0-lubuntu2.1)

Trust Sto

(5 Cloudshell  Feedback L —

Upgrading: @, Installing: 1, Removing: @, Not Upgrading: 40

Download size: 181 kB

Space needed: 430 kB / 4273 MB available
lGet:1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 unzip amd6 29ubuntul [181 kB]
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canning processes
nning linux image

Images Running kernel seems to be up-to-date.
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AMI Catalog No services need to be restarted.
Elastic Block Sf
Shikarnes No containers need to be restarted.
Snapshots
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ISetting up docker-ce (5:29.6.1-1~ubuntu.26.04~resolute) ...
Created symlink '/etc/systemd/system/multi-user.target.wants/docker.service' » '/usr/lib/systemd/system/docker.service’.
- (reated symlink '/etc/systemd/system/sockets.target.wants/docker.socket® » '/usr/lib/systemd/system/docker.socket’.
- Processing triggers for man-db (2.13.1-1buildl) ...
Scanning processes...

Instances Scanning linux images...

Instances

Instancs Running kernel seems to be up-to-date.
No services need to be restarted.

o containers need to be restarted.

[No VM guests are running outdated hypervisor (gemu) binaries on this host.
:~$ sudo apt install unzip
Installing:

[Suggested packages:
zip

i Summary :
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<Insert screenshot for a(1) here>

[No VM guests are running outdated hypervisor (gemu) binaries on this host.
:~$ aws configure

AWS Access Key ID [None]:
[AWS Secret Access Key [None]:
Default region name [None]: us-east-1
Default output format [None]: json
Instances :~$ docker build -t lambda_ecr .

ince Typ [+] Building 14.7s (8/8) FINISHED docker:default
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<Insert screenshot for a(2) here>
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Auto Scaling Grol :~$ client_loop: send disconnect: Connection reset

Settings E:\Greatelearning CLOUD COMPUTING & DEV-ops\4. Containers and DevOps with AWS\WEEK 7 Project - Option 2>,

() Cloudshell ~ Feedback ©2026, Amazon Web Services nc.o ts affiates.  Privacy  Terms  Cookie preferences

Step 2: Create ECR repository and upload image to ECR

Step number a
Step name  Creating the ECR repository

Instructions 1) Go to the ECR service on the AWS console
2) Select the Repositories from the left pane
3) Create a new private repository named lambda_ecr with the default settings

Step number b
Step name  Image upload to ECR

Instructions 1) Once the repository is created, select the repository and then click
on “View push commands* on the top right
2) From the pop up screen which appears, run commands 1, 3 and 4 after logging into
the EC2 instance created above. Note that command 2 was already executed in the
previous step when the image was created.
For reference, the commands will be in the format shown below:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin <xxxxxxx.dkr.ecr.us-east-1.amazonaws.com>

docker tag lambda_ecr_image:latest <xxxxxxx.dkr.ecr.us-east-




1.amazonaws.com/lambda_ecr>:latest

docker push <xxxxxxx.dkr.ecr.us-east-1.amazonaws.com/lambda_ecr>:latest

Creation of Repository

View push commands

Login Succeeded

Tagging of the image

Pushing of image to ECR

Image uploaded on the ECR repo

Expected 1
screenshots 2
3
4
5
6

~— — N ' ~— ~—

<Insert screenshot for a(1) here>

= AmazonECR ) Privateregistry > Repositories > Create private repository

Create private repository

General settings
Repository name
Enter a concise name. Repositories support namespaces, which you cari se to group similar reposit

211125451470 dkr.ecrus-east-1.amazonaws.com/| lambda_ecr

f 256 characters maximum (2 minimum). The name must start with a letter and can only contain lowercase letters, numbers, and special characters

Image tag settings i
Image tag mutability
Choose the tag mutability setting.

O Mutable

Immutable
Mutable tag exclusions

(" Add fitter )

Encryption settings it

A The encryption settings for a repository can't be changed once the repository is created.

Encryption configuration
By default,repositaries use the industry standa

O AEs-256

AWS KMS

» Image scanning settings - deprecated

[ Cloudshell  Feedback




e Amazon ECR > Private registry >

Amazon Elastic <
Container Registry
v Private registry
Repositories
Features & Settings
v Public registry
Repositories

settings

ECR public gallery @
Amazon ECS 12

Amazon EKS 12

Getting started (2

Documentation (A

Feedback

@ Successfully created private repository, lambda_ecr

Private repositories (1)

| @ search by repository subs

Repository name a | URI

lambda_ecr

IE) 211125451470.dkr.ecr.us-east-1.amazonaws.co

Delete Actions ¥ Create repository

@ View push commands

| Createdat v | Tagimmutabi | Encryption type

July 05, 2026, 15:14:00 (UTC+05.5) Mutable AES-256

mflambda_ecr

5 Cloudshel

© ‘mmonccr 5 it registy >

> lambda_ecr

Amazon Elastic <
Container Registry

v Private registry
Repositories
lambda_ecr
Features & Settings
v Public registry
Repositories.

Settings

ECR public gallery 12
Amazon ECS 12

Amazon EKS (2

Getting started (2

Documentation (2

udshell  Feedback

lambda_ecr

Summary Images | Lifecycle policy | Permissions

Repository details

Repository name
lambda_ecr

Repository URI
211125451470.dkr

1.amazon: ecr

Encryption type
AES-256

Configuration

Lifecycle policy
No lifecycle policy

Pull counts into

lambda_ecr pull counts

06:50 0700

0720

Repository tags

@) Edit
Created at
July 05, 2026, 15:14:00 (UTC+05.5)

Repository ARN

1:2111254514 v _ecr

‘Tag mutability Tag mutability exclusions
Mutable -

Scan frequency

Manual

Permissions. AWS tags

No repository permission policy No repository tags

3 120 14 3d tw Custom [ | [ UTCtimezone v | (C v)r/@ Explore related ) i
No data available.
Try adjusting the dashboard time range.
o730 o740 o750 0800 oa10 0s20 0830 080 0850 0900 0210 0920 0930 0%:40
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<Insert screenshot for b(1) here>

Push commands for lambda_ecr

macOS / Linux | Windows

Make sure that you have the latest version of the AWS CLI and Docker installed. For more information, see Getting
Started with Amazon ECR (2.

Use the following steps to authenticate and push an image to your repository. For additional registry authentication
methods, including the Amazon ECR credential helper, see Registry Authentication (.

1. Retrieve an authentication token and authenticate your Docker client to your registry. Use the AWS CLI

] avs ecr get-login-passuord ~-region us-east-1 | docker login --username AWS --passuord-stdin 211125451470,k
r.chus-sact 1. anazonms. con

Note: i you receive an error using the AWS CLI, make sure that you have the Latest version of the AWS CLI and Docker installed.
2. Build your Docker image using the following command. For information on building a Docker file from scratch see the
instructions here 2. You can skip this step if your image is already built

6} docker build -t labda_ecr .

3. After the build completes, tag your image so you can push the image to this repository:

E) docker tag lambda_ecr:latest 211 dke.ecr.us-east-1 LssbdiiHIatest

4. Run the following command to push this image to your newly created AWS repository:

I8 docker push dkr.ecr.us-east-1 Lambda_ecr:latest

<Insert screenshot for b(2) here>

e EC2 > Insta B ubuntu@ip-172-31-34-88: ~ - (m] X 9 &

EC2

Enable ESM Apps to receive additi future security up
Dashboard See http. ubuntu. com/ r sudo status @
AWS Global View
Events

¥ Instances Last login: Sun Jul 3 p. from 49
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Images
AMIs
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Volumes

Snapshots

Key Pairs
Network Interface

<

Load Balancing
Load Balancers
Target Groups
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v Auto Scaling
Auto Scaling Grouj

Settings < >
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AMI name Allowed image Termination protection
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() Cloudshell  Feedback [ —
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<Insert screenshot for b(3) here>

© 2> e g ubuntu@ip-172-31-34-88: ~ = u] x D=
E2 I
Enable ESM Apps to receive additional future security updates.
Dashboard ISee https://ubuntu.com/esm or run: sudo pro status @
AWS Global View
| x

w Instances Last login 50 3 from 49 .123.230
:~$ docker images

Instances
Instance Types
Launch T i) DISK USAGE  CONTENT SIZE EXTRA
St T 84b0817565ad 179M8 56.6MB
Savings Plans :~$ aws ecr get-login-password --region us-east-1 | docker login --username AWS --password-stdin 211125451470.dkr.ecr.us-east-1.amazonaw

WARNING! Your credentials are stored unencrypted in '/home/ubuntu/.docker/config.json".
oty Configure a credential helper to remove this warning. See
apaciny . ://docs..d r.com/go/credential-store/
v Images
Login Succeeded
:~$ docker tag lambda_ecr:latest 211125451470.dkr.ecr.us-east-1.amazonaws.com/lambda_ecr:latest

Pushed

Pushed

Pushed

¥ 8! Pushed

Pushed

Pushed

: Pushed

Keypai :84b0817565adc363682dcf5d3c@afb79e2182b332d7d3b2d798efa215fc87beb size:
N ~$

v Load Balancing

Load Balancers

Trust Stores
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Auto Scaling
Auto Scaling Grou

Settings < % >

Iy ami-0b6d9d3d336a97d99 disabled 1) Linux/UNIX
AMI name Allowed image Termination protection i
E byt /imaces /umscd.on? /ubuoticresolute )6 D4.amd6 4 cornuer 20260604 . Dicabled ’
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Inst2 B ubuntu@ip-172-31-34-88: ~ = ] X 3 &

¥ Instances 5 6:23 2026 from 49.36.123.230 d
Instances :~$ docker images

i DISK USAGE EXTRA
84b0817 B 6
s ecr get-login-password --region us-east-1 | docker login --username AWS --password-stdin 211125451470.dkr.ecr.us-east-1.amazonaws.com

stored unencrypted in '/home/ubuntu/.docker/config.json’.
" Configure a credential helper to remove this warning. See
SIS s : / /docs . docker. com/go/credential-store/

v Images

s Login Succeeded

$ docker tag lambda_ecr:latest 21112545147@.dkr.ecr.us-east-1.amazonaws.com/lambda_ec
$ docker push 211125451470.dkr.ecr.us-east-1.amazonaws.com/lambda_ecr:latest
The push refers to repository [211125451470.dkr.ecr.us-east-1.amazonaws.com/lambda_ecr]
Pushed
Snapshots Bl CBachad
Pushed
bs Pushed
Bl 5 5afalecc21d: Pushed
Elastic IPs [86c5892c80ab: Pushed
Placement Groups igeloN WAEYs (s b1e] Pushed
Key Pairs latest: digest: sha256:84b0817565adc363682dcf5d3c0afb79e2182b332d7d3b2d798efa215fc87beb size: 856

jork Interfaces

AMI Catalog

¥ Elastic Block St

Volumes

v Load Balancing

Load Balancers

t Groups
Trust Stores
v Auto Scaling

Auto Scaling Grouf

Settings < i >

10 ami-0b6d9d3d33bag7d99 disabled 1) Linux/UNIX
AMI name Allowed image Termination protection
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<Insert screenshot for b(5) here>

e Amazon ECR > Private registry > Repositories > lambda_ecr

a

Amazon Elastic <

0 ¢ £ This page content has been moved to a private repository detail page. Update any saved bookmarks. Go to the new experience now.
Container Registry

v Private registry

=
Images (4) it © 1D Copy URI Scan View push commands.
Repositories =
tambxdaecr | Q@ Fitter active images |
Features & Settings Image tags v | Type | Createdat v | imagesize (MB) v | Image digest | Last pulled at v
v Public registry
s latest Image July 05, 2026, 17:01:30 (UTC+05.5) 5659 T3 sha256:e320a4bcdc 1 d3eede03a5aa. July 05, 2026, 17:03:21 (UTC+05.5)
epositories b
Setings Image Index July 05, 2026, 15:30:04 (UTC+05.5) 5659 53 sha256:84b0817565adc363682dcf5.... July 05, 2026, 16:38:15 (UTC+05.5)
+ e ’ %
S galery Image July 05, 2026, 15:30:04 (UTC+05.5) 000 T sha256:09f82ffab2acdddal09abscc.. July 05, 2026, 16:58:02 (UTC+05.5)
Amazon ECS (2
July 05, 2026, 15:30:04 (UTCH05.5) 5659 7] sha256:2070e24c68cf6685 35 143f. July 05, 2026, 16:58:02 (UTC+05.5)
Amazon EKS 12

Getting started 2

Documentation (2

B Cloudshell ~ Feedback

Privacy Terms  Cookie preferences

e Amazon ECR > Private registry > Repositories > lambd > sha256:e320a4bcac 5e92572917: f6438341728cca o &
e =T
Amazon Elastic < Image (Archive
Container Registry
v Private registry Details
Repositories image tags
lambda_ecr latest
Features & Settings
i I 211125451470.dkr.ecr.us-east-1.amazonaws.com/lambda_ecratest
v Public registry
Repositories Digest
[0 sha256:e320adbc4c 9, f6438341728cca
Settings

General information
2
ECRpoblicpale Artifact type Repository Pushed at
Amazon ECS (2 Image lambda_ecr July 05, 2026, 17:0

Amazon EKS 12

Last recorded pull time Size (MB)

Image status
July 05, 2026, 17:03:21 (UTC+05.5) 56.59 @ Active

Getting started (2

Documentation (2
Scanning and vulnerabilities (sean B
Status.

@ Scan not found

Referrers it

Referrer digest Tvoe
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Step 3: Creation of Lambda function to test the image

Step number a

Step name Create the Lambda function and test the image

Instructions 1) Navigate to the AWS Lambda service using the AWS Console

2) Click on Create Function

3) Under Create Function page select the ‘Container image’ option and enter a
function name of your choice

4) For ‘Container image URI’ Click on “Browse Images” and select the
repository and the image

5) Use the existing IAM role — LabRole. This role is already present on your AWS
Academy accounts.

Note : For personal AWS accounts, create a new IAM role for EC2 and add the
policy “EC2ContainerRegistryFullAccess” to it.

6) Click on Create
7) Wait a few minutes for the function to be created
8) Test the function with the default “Hello World” test to see the result.

Container image selection
Execution role selection
Created function

Test result of function

Expected 1
screenshots 2
3
4

~— — ~— ~—

<Insert screenshot for a(1) here>

(oI

Create function .«

Basic information

v Container image overrides

ENTRYPOINT - aptional  int

CMD - aptional i

WORKDIR - aptional | int:

Permissions

Custom settings i

Durable execution - new > EC2 capacity provider - new o
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Select container image

Amazon ECR image repository
Select the repository containing the image that you want to use.

| lambda_ecr

Images

| @ search images

Image tag

[ O  latest

8420641c71780e’

<Insert screenshot for a(2) here>

Lambda > Functions > Create function (5]
. Configure custom execution role 8 X
Custom settings i Choose an existing execution role or create a new one.
Durable execution - new 2 o EC2 capacity provider - new 2 o Execution role
o access other AWS services and resources your function needs an IAM role.
Build resilient, stateful applications with automatic failure recovery. Run Lambda on your preferred EC2 instance types instead of Lambda's serverless compute (default). Choose 3 role with the right permissions for your function
[ tobRote v
v Additional settings
Customize your hitect: tion role, HTTP(S) endpoints, tenant isolation mode, VPC, code signing, KMS key, and tags. @
Edit role

General info

ARMG64 architecture o Custom execution role ©
Use ARM64 instead of x86_64 (default). Use custom execution role instead of new role with basic Lambda permissions (default).

Close

Networking info

Function URL o Tenant isolation mode - new 32 o
Assign HTTP(S) endpoints. Guarantee separate execution environments for each tenant invoking the func |
VPC [0 )

Connect to a VPC to securely access private resources.
Security & governance info

Tags o

Organize your function using labels.

% Cannot add or remove after creation

Cancel Create function
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Create function o ®

Custom settings w.

Durable execution - new ¢ > EC2 capacity provider - new 1 o

Build Run Lambda on your preferre a

v Additional settings
c on role, HTTP(S) endpoints, tenant isolation mode, VPC

ing, KMS key, and tags.

General iwe
ARM64 architecture e } Custom execution role e @
Use ARMBA instead of x86_64 (default) e custom exccution role eve role with basic Lambda permissions (defautt).
1AM permissions
ple (N
Networking iste
Function URL o) Tenant isolation mode - new i o

ur funetion us

2 Cannot add or remaove after creation

Cancel Create function

<Insert screenshot for a(3) here>

= Lambda > Functions > lambda-ecr-function o)

a

lambda-ecr-function ( Throttle )( 15 Copy ARN )k Actions v )

v Function overview info

Export to Infrastructure Composer

D e Function ARN
I arm:aws:lambda:us-east-1:211125451470:function:lambda-ecr-function

. lambda-ecr-function Description

(+ Addtrigger ) (+ Adddestination ) Last modified

4 minutes ago

Code Test Monitor Configuration Aliases Versions

Test event it (_cloudwatch Logs
To invoke your function without saving an event, configure the JSON event, then choose Test.

Test event action

[ © Create new event ]

Invocation type
© Synchronous
:h

Lambd: n output or error d

ving the function's

Asynchronous

Enqueues th

eturns immediately with a request ID. Fun r EventBricge.

function for ex ith results optionally sent to a configured

Event name

MyEventName

Maximm 5 characs

Event sharing settings
© Private

This ev

in the Lan

d to the eve

s only

Shareable

This event

eam more &

Template - optional

| Hello world v | ©

(5 Cloudshell  Feedback f e —
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<Insert screenshot for a(4) here>

bda-ecr-function
lambda-ecr-function

v Function overview i

Template

| lambda-ecr-function

(+ nddvigger )
\tinddtigeer )

Code | Test | Monitor | Configuration | Aliases | Versions

Test event inis

To invoke your function without saving an

ent, configure the JSON

ent,then choose:

Test event action

(0 creste newevent

Invocation type
© Synchronous.
Asmchuonous

. e ——

Event name

(rwvottie ) (T copyamn ) (Tactions v )

P AT P
(export s nfrastructure Composer )

Function ARN
@ 25451470
Descrption

——

(+ Adadestination ) | Last modified

(- made

8 minutes ag0

Camavarcriage e ) (o)
Camamsintogrveran) (o) (@R

test

Event sharing settings
0 private

Shareable

Template - optional

el ward BRC)

Event JSON (Cromatsson )
i =
T @

s

Lambda > Functions

(5 Cloudshell ~ Feedback

> lambda-ecr-function

Code Test Monitor Configuration Aliases Versions

@ Executing func
v Details

n: succeeded (logs ')

usCode™: 260,

bady": “Hello from Lanbda Containers®,
event
“key
“key2®
“key3"
}
i “
Summary
Code SHA-256 Execution time
56925 1728cca a3
Function version Request ID
$LATEST 694dc266-3142-4356-9173-7ef23d97204c
Duration Billed duration
823ms 1831 ms
Resources configured Max memory used
128 M8 53MB
Init duration
182207 ms
Log output
The area below shows the last 4 KB of the execution log. Click here (2 to view the corresponding CloudWatch log group.
START Requestid: §94dc266-3142-4356-9173-7ef23d9724c Version: SLATEST
EN0 Requestld: 694dc266-3142-4356-9173-7eF23d97204c
REPORT Requestid: s94dc2es-3142-4356-9173-7e723d97264c Duration: 8.23 ns silled Durstion Memory Size: 126 e Max Memory Used: 53 M8 Init Ouration: 1822.67 ms
4
T ———
Test event o (' cloudwatch Logs Live Tail ) | Test

To invoke your function without saving an event, configure the JSON event, then choose Test.

Test event action
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Answer the following questions

Q1

Q2

Q3

Q4

How long does a container stay in the running state if it is not manually halted?
a) As long as the container’s PID 1 is running

b) Has a set timeout after which it pauses

c) Until its container is expunged

d) Docker daemon process scheduler decides on load

Enter your answer here a) As long as the container’s PID 1 is running

Which of the following best illustrates the relationship between an image and a container?

a) Executable and its hard link
b) Executable and process
c) Parent and child process

d) Many to one

Enter your answer here b) Executable and process

What is the maximum amount of RAM a container can consume if the memory flag is not used?
a) 8GiB

b) 32GiB

¢) None of these

d) As much as the host instance has free

Enter your answer here d) As much as the host instance has free

Which of the following will happen if the same Docker image is pushed to Docker Hub multiple
times with different tags?

a) Dockerhub will refuse to upload the image
b) The layers in the first image (if unchanged) will be reused in subsequent pushes
c) Dockerhub will merge the images

d) The same image cannot have multiple tags

Enter your answer here b) The layers in the first image (if unchanged)
will be reused in subsequent pushes
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Q5

Q6

Which of the following will run a Docker container in interactive mode?
a) -v
b) -it
c)-b
d)-u

Enter your answer here b) -it

How should data persistence be handled in a container environment configured for autoscaling?

In an autoscaling container environment (e.g., Kubernetes HPA, Docker Swarm, or AWS ECS
with scaling policies), containers are ephemeral—they are frequently created, destroyed, and
rescheduled across different nodes. Persisting data inside the container's filesystem is not an
option, as it will be lost upon termination.

Here’s how to handle data persistence properly in such environments:

1. The Golden Rule: Externalize State

Treat containers as stateless wherever possible. If your application must persist data, that data
should live outside the container lifecycle.

2. Use External Managed Services (Best Practice)
For databases, caches, and message queues, avoid running them inside autoscaled
containers. Instead, use cloud-managed services:
e Relational/NoSQL DBs: AWS RDS, Aurora, GCP Cloud SQL, Azure SQL, or
DynamoDB/MongoDB Atlas.
e Caches: ElastiCache (Redis/Memcached), Cloud Memorystore.
e Object Storage: AWS S3, GCS, Azure Blob Storage (ideal for files, logs, assets, and
static content).
These services are inherently persistent, highly available, and scale independently of your
container fleet.

3. Use Persistent Volumes (for stateful workloads)
If you must run stateful containers (e.g., a Kafka broker, Elasticsearch node, or a custom
application that writes to disk), use Persistent Volumes (PVs) with dynamic provisioning:
¢ In Kubernetes: Use PersistentVolumeClaims (PVCs) backed by CSI (Container Storage
Interface) drivers that connect to underlying block or file storage.
e Recommended storage types:

o Block storage (AWS EBS, GCP Persistent Disk, Azure Managed Disks): Good
for low-latency, single-writer workloads. However, note that these are zone-
bound—when a pod moves to a different availability zone, it cannot attach to the
same disk unless you use regional persistent disks or snapshot/restore.

o Shared file storage (AWS EFS, GCP Filestore, Azure Files, NFS):

Supports ReadWriteMany access, allowing multiple replicas to read/write
simultaneously. This works well with autoscaling because pods can be
rescheduled on any node and still access the same shared data.

¢ Dynamic Provisioning: Ensure your storage class includes allowVolumeExpansion:
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true and proper reclaim Policy to handle scaling events.

4. Handle Node Affinity / Topology (Critical for Block Storage)
If using zonal block storage (like EBS), you must configure your workload to schedule on the
same zone as the volume. Use:
o StatefulSets with volume claims (each pod gets its own PV that follows it).
¢ Pod Topology Spread Constraints or nodeAffinity rules to pin the pod to the zone
where the volume resides.
e Alternatively, use volume snapshot controllers to restore data to a new volume if a pod
is rescheduled to a different zone.

5. For Autoscaling Stateless Apps with Ephemeral Data
If the data is temporary (e.g., cache, session state, or processing temp files) and can be
recreated, you can use:
o EmptyDir volumes (local node storage) — but be aware that data disappears when the
pod is evicted or moved.
e HostPath (mounts a node directory) — not recommended for autoscaling, as it ties the
pod to a specific node and breaks across scaling events.

6. Backup and Lifecycle Policies
Since autoscaling can be aggressive, implement:
¢ Automated snapshots of your PVs (e.g., EBS snapshots, Velero for Kubernetes).
¢ Retention policies to avoid orphaned volumes and cost creep.
e Storage class parameters for IOPS/throughput to match the scaling demands (e.g., gp3
with provisioned IOPS).

Summary Decision Matrix

Workload Type Recommended Persistence Approach

Databases / Caches Use external managed services (RDS, DynamoDB, ElastiCa
Shared files / logs Use shared file storage (EFS, NFS, GCS Filestore)

Stateful apps (Kafka, Use StatefulSets + PersistentVolumeClaims with dynamic p
Elasticsearch) aware scheduling

Temporary / scratch space Use emptyDir (memory or disk-backed)

Static assets / uploads Use object storage (S3, GCS)

Key takeaway: In an autoscaled environment, persistence must be decoupled from compute.
Design your storage layer to be independently scalable, highly available, and resilient to container
restarts or node failures.
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Q7

Why is this statement false? "Docker is the only popular choice for microservices deployment".

This statement is false. While Docker was once the undisputed leader in containerization, today it

is neither the only choice nor even the default or best option in many microservices

deployment scenarios.

The core idea of microservices—breaking a large application into independent, individually

deployable services—does not strictly require Docker. Docker's perceived irreplaceability is being

challenged on multiple fronts:

Container Runtime Layer: Docker is NOT the Only Engine

Many people equate "containers" with "Docker," but container technology is built on OCI (Open

Container Initiative) standards. Docker itself runs on lower-level runtimes like containerd and runc.

¢ Kubernetes officially removed Docker as a runtime: A landmark event—Kubernetes

deprecated Docker as a container runtime starting with version 1.20. This clearly proves
that Docker is not indispensable for the most important container orchestration platform.

e Lighter-weight runtimes: containerd (donated by Docker to the CNCF) and runc are now
more popular lightweight runtime choices—they are more focused and have lower
resource overhead. There is also CRI-O, specifically built for Kubernetes.

¢ Rise of "Dockerless" architectures: Using containerd directly with tools
like nerdctl (which is Docker-compatible) eliminates the overhead and potential single
point of failure posed by the Docker daemon.

Orchestration Layer: Kubernetes is the De Facto Standard
At the orchestration level for managing large fleets of microservices, Docker Swarm is
just one option—and not the mainstream one.

o Kubernetes (K8s) dominates: Kubernetes has become the de facto standard for
container orchestration, with an adoption rate of over 82% in production environments. Its
ecosystem is far superior to Docker Swarm.

e Other mature orchestration tools:

o Docker Swarm: Docker’s native orchestration tool. Good for small-scale, simple
setups, but its market share (~24%) and scalability fall far short of Kubernetes.

o HashiCorp Nomad: A highly flexible tool that orchestrates not only containers but
also heterogeneous workloads like virtual machines (VMs) and standalone
applications.

o Amazon ECS: A cloud-native orchestration service on AWS, deeply integrated
with the AWS ecosystem.

Deployment Methodology Layer: Microservices DON'T Require Containers
This is the most overlooked point: The microservices architecture itself does not mandate
containerization.

e Deploy as native processes: You can run each microservice as a direct system process
(e.g., a Java, Python, or Go application) directly on the operating system.

e Deploy on Virtual Machines (VMs): Package each microservice as a VM image (e.g.,
using Packer) and deploy it on cloud VMs like AWS EC2. This provides decent isolation,
though with higher resource overhead than containers.

Higher-Level Abstractions: Serverless and PaaS Platforms
Some platforms fully abstract away the underlying infrastructure (whether containers or VMs),
allowing developers to just deploy code.

¢ Serverless (Function-as-a-Service): Like AWS Lambda—you just upload your code,
and the platform automatically handles execution and scaling.
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o Serverless container platforms: Like AWS Fargate or Azure Container Apps—you
don't manage servers or clusters; you just define the container image and run it.

o Application Hosting Platforms (PaaS): Like Heroku or Google App Engine—they hide
most of the underlying details, letting developers focus purely on application logic.

Specific Alternatives at the Container Engine Level
Even if you decide to use containers, Docker faces strong competition.

e Podman: Led by Red Hat. Its core advantages are daemonless architecture (no
background daemon) and native rootless mode, offering better security and lower
resource consumption than Docker.

e Other tools: Tools for local development like ServBay, and container management
platforms like Rancher and Portainer, offer alternatives to the standard Docker
ecosystem.

In conclusion, Docker was once synonymous with containerization, but today's microservices
deployment landscape is highly diverse and feature-rich. Calling Docker the only popular choice is
simply out of touch with current technological reality.
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