Al-Powered Question Answering Chatbot using Microsoft Azure Language Studio

Al-Powered Conversational Assistant using Azure Cognitive Services for Language
Understanding

Project Overview

This project demonstrates the development of an intelligent conversational agent using
Microsoft Azure Cognitive Services for Language (Custom Question Answering). The solution
is designed to understand natural language queries, provide accurate predefined responses,
and seamlessly integrate into business communication channels. The project highlights how
cloud-based NLP (Natural Language Processing) can automate customer interactions,
reduce manual support overhead, and improve user experience across various industries.

Business Problem

Businesses across retail, healthcare, and travel face high volumes of repetitive customer
inquiries, leading to long response times, increased operational costs, and inconsistent
service quality. A custom-built Language Understanding bot can autonomously handle
frequently asked questions, provide instant responses, and escalate complex issues to
human agents—enabling 24/7 support while maintaining high accuracy and personalization.

Project Objectives
The objectives of this project were to:

e  Select a relevant business domain (Retail, Healthcare, or Travel) for the chatbot.

o Define and structure a training dataset with at least five unique queries and their
variations.

e  Develop and train a custom question-answering model using Azure Language
Studio.

e  Qutline a rigorous testing strategy to evaluate model accuracy and intent
recognition.

e  Deploy the trained chatbot to a live Azure platform (Web App, Teams, or
Telegram).

o  Demonstrate end-to-end functionality through a recorded demo video.

Solution Workflow
Phase 1: Domain Selection & Dataset Curation (Credit Task)

e  Selected a use case (e.g., Retail Chatbot — product inquiries, Healthcare Assistant —
symptom/visit FAQs, or Travel Booking - itinerary/recommendations).

o  Defined a structured training dataset containing at least five core user questions.

e  Expanded the dataset with multiple linguistic variations (paraphrases, typos, and
rephrased questions) to improve model robustness.

e C(Created a mapping of expected responses for each intent to ensure accurate
knowledge retrieval.

Phase 2: Model Training & Testing (Credit Task)

e  Used Azure Cognitive Services Language Studio to import the dataset and train the
custom question-answering model.

o Designed a testing approach to evaluate performance (precision, recall, and
confidence thresholds).
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Phase 3: Deployment & Integration 0i: :inct on T sk)

Model Testing & Evaluation
The system was evaluated using the following approach:

Sample Test Cases:

Deployed the trained - ,del »ar Az’ .e Web A p|
for public accessibility.

Integrated the bot with a communication
platform (e.g., Microsoft Teams, Telegram,
Slack, or an embedded website widget).

Configured response variations to make
interactions more dynamic and human-Llike.

Conducted live testing to validate deployment
stability and response latency.

Accuracy Metrics: Tested the model against
unseen queries to measure Exact Match and
Semantic Similarity scores.

Confidence Thresholding: Analyzed the model's
confidence scores to determine optimal
thresholds for accepting vs. handing off queries.
Out-of-Scope Handling: Evaluated the bot's
ability to gracefully handle irrelevant or
unsupported questions.

Test Case User Query Ex
Standard What "are your store

hours?
Paraphrased "When do you guys open?” Co
Out-of- "What is the weather Grpc
Scope today?" queri
Key Findings
Strengtis

Limitations

Potential Improvements
Future enhancements include:

Azure Language Studio provides an intuitive, no-
code interface for rapid prototyping.

The model handles linguistic variations
effectively when trained with diverse
paraphrases.

Deployment to Web Apps and Teams is seamless
with built-in Azure integrations.

Response confidence scoring offers transparency
and control over automated replies.

Model performance is highly dependent on the
quality and size of the training dataset.
Handling complex multi-turn conversations
requires additional orchestration (e.g., Power
Virtual Agents).

Witheut-active-learning, the model may degrade
over time as user phrasing evolves.

Latency can increase slightly when deployed over
cloud channels compared to local inference.

Implementing Active Learning to continuously
retrain the model on real user queries flagged as
low-confidence.

Adding Multi-Language Support using Azure
Translator to cater to a global audience.

Integrating Azure Bot Service and Power
Automate to enable transactional actions (e.g.,
booking appointments or placing orders).
Utilizing Semantic Ranking (Azure Cognitive
Search) to fetch dynamic answers from large
document repositories rather than static Q&A
pairs.
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Azure offers powerful Language Services as part of Azure Cognitive Services and Developer Tools, serving two major areas:

€ Natural Language Processing (NLP) Services

These services are designed to help applications understand and process human language.

O NO @0 WO &0 WO NOO R

Conversational Language Understanding (CLU)

Detects intents and entities from user utterances (e.g., chatbot inputs).

Ideal for building intelligent assistants and domain-specific NLP models.

Text Analytics

Performs sentiment analysis, key phrase extraction, language detection, and named entity recognition (NER).
Question Answering

Builds Q&A systems using knowledge bases (FAQs, documents).

Text Translation

Automatically translates text between languages using Microsoft Translator.

Text Summarization

Extracts summaries from larger documents, useful in news, legal, and business content.
Language Detection

Identifies the language of a given text input.

Speech-to-Text and Text-to-Speech (integrated with Azure Speech Service)

Converts spoken language to written text and vice versa.

M Programming Language—Related Services and Tools

While not part of "Azure Language Services" specifically, Azure provides tools and integrations to support code understanding, analysis,

and development:

O WO o NMNO »

GitHub Copilot (Powered by Azure OpenAl Service)

Al pair programmer that helps write, complete, and understand code in editors like VS Code.

Azure OpenAl Service

Gives access to models like GPT-4, which can assist in code generation, debugging, documentation, and more.
Supports both natural language and programming language use cases.

Azure DevOps & Visual Studio Code Extensions

Tools for code collaboration, CI/CD, and Al-assisted development using extensions.

| want to
analyze/process ..
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Language ‘
Al powered applications
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Type of Language PR Decision & Applied Al
Services
Programming Natural
Language Language
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e Step 2 Libraries installation for azure language services

1. Installation of neccessary Library
# https://learn.microsoft.com/en-us/python/api/overview/azure/ai-Llanguage-questionanswering-readme 2view=azure-python

# Install the azure question ansi

ing Library
Ipip install azure-ai-language-questionanswering

# doenv Library
!pip install python-dotenwv

Collecting azure-ai-language-questionanswering
Downloading azure_ai_langusge_questionanswering-1.1.8-py3-none-any.whl.metadata (19 kE)

Requirement already satisfied: azure-core<2.8.8,>=1.24.8 in c:\users\chirag pc\anaconda3\lib\site-packages (from azure-ai-language-questionanswering) (1

32.0)

Requirement already satisfied: isodate<1.8.8,»>=2.6.1 in c:\users\chirag pc\anaconda3\lib\site-packages (from azure-ai-language-questionanswering) (2.7.2)

Requirement already satisfied: requests»=2.21.8 in c:\users\chirag pclanaconda3\lib\site-packages (from azure-core<2.8.8,>=1.24.8->azure-ai-language-ques

tionanswering) (2.32.3)

Requirement already satisfied: six»=1.11.@ in c:\users\chirag pc\anaconda3\lib\site-packages (from azure-core<2.@.8,>=1.24.0->azure-ai-language-questiona

nswering) (1.16.4)

Requirement already sstisfied: typing-extensions>=4.6.8 in ci\users\chirag pclanaconda3\lib\site-packages (from azure-core<2.d.8,>=1.24.8->azure-ai-langu

age-questionanswering) (4.9.8)

Requirement already sstisfied: charset-normalizer<4,>=2 in c:\users\chirag pclanaconda3\lib\site-packages (from requests»=2.21.8->azure-core<2.8.8,>=1.2

4.0-3azure-ai-language-questionanswering) (2.8.4)

Requirement already satisfied: idna<4,>=2.5 in c:\users\chirag pc\anaconda3\lib\site-packages (from requests»=2.21.@-r>azure-core<2.8.@,>=1.24.@->azure-ai

-language-questionanswering) (3.4)

Requirement already satisfied: urllib3<3,»>=1.21.1 in c:\users\chirag pchanaconda3\lib\site-packages (from requests»=2.21.0->azure-core<2.0.0,>=1.24.9->az

ure-ai-language-questionanswering) (2.8.7)

Requirement already satisfied: certifi>=2017.4.17 in c:\users\chirag pclanaconda3\lib\site-packages (from requests»>=2.21.8->azure-core<2.8.9,»>=1.24.8->az

ure-ai-langusge-questionanswering) (2024.2.2)

Downloading azure_ai_language_questionanswering-1.1.8-py3-none-any.whl (113 kB)

-- 9.2/113.1 kB ? eta -:-

18.2/113.1 kB ? eta -:--:

-- 113.1/113.1 kB 1.3 MB/s eta ©:00:00

Installing collected packages: azure-ai-langusge-questionanswering

Successfully installed azure-ai-language-questicnanswering-1.1.@

Requirement already sstisfied: python-dotenv in c:\users\chirag pc\anaconda3d\lib\site-packages (8.21.8)

Installing Required Libraries for Azure Language Services (Python)

To start working with Azure Al Language Services, including Question Answering, you need to install a few key Python libraries.
1. Azure Question Answering Library

This library allows you to integrate Azure's Question Answering capability into your Python applications.

! pip install azure-ai-language-questionanswering

This provides access to prebuilt and custom question answering features from Azure's Language Service.

2. dotenv Library

The python-dotenv library helps you manage environment variables (like your Azure keys and endpoint) securely using a .env file.
! pip install python-dotenv

Ideal for keeping sensitive credentials out of your main codebase.

2. Import the required library

# This section loads your Azure endpoint and subscription key from a .env file and prepares for secure API calls.

# Read secret keys and environment variables securely
import os

from dotenv import load_dotenv

# Load variables from .env file

load_dotenv()

# Azure authentication helper
from azure.core.credentials import AzureKeyCredential

# The AuthoringClient helps build and manage the Q&A project, while the QuestionAnsweringClient is used for querying that project

[16]: | # Authoring client - used to create and manage knowledge base proje

B r»Yv &F

from azure.ai.language.questionanswering.authoring import AuthoringClient

# Runtime client - used to query your knowledge ba at runtime

from azure.ai.language.questionanswering import QuestionAnsweringClient

# Import QnA models for structured interactions (e.g., QueryOptions, Ans

from azure.ai.language.questionanswering import models as gna

1. Reading Secret Keys for Authentication

python

import os

from dotenv import load_dotenv

from azure.core.credentials import AzureKeyCredential

What It Does:
e  0s: Lets you interact with environment variables in your system.
e dotenv.load_dotenv(): Loads environment variables (like your Azure key and endpoint) from a .env file.
o  AzureKeyCredential: A secure way to pass your Azure key when authenticating with Azure services.
This setup ensures you don’t hard-code sensitive info like APl keys directly in your script.



4|Page Go to index

2. Creating the Authoring Client
python
from azure.ai.language.questionanswering.authoring import AuthoringClient
What It Does:
e  The AuthoringClient allows you to:
o Create and configure a Q&A project
o Upload documents or URLs as knowledge sources
o  Train and manage your knowledge base
You use this only during setup and configuration of your Q&A system.

3. Creating the Runtime (Question Answering) Client
python
from azure.ai.language.questionanswering import QuestionAnsweringClient
What It Does:
e This client lets you send questions to your deployed knowledge base and receive answers.
e It'sused when your app is running and interacting with users.
Think of this as the "live" Q&A interface that users talk to.

4. Importing Models (Optional but Useful)
python
from azure.ai.language.questionanswering import models as gna
What It Does:
®  Gives you access to data models and classes like:
o gna.AnswerResult
o gna.QueryKnowledgeBaseOptions
e  Useful for advanced customization of questions, filters, and interpreting results.

e Step 3 Create a language resource in your resource group (Azure Portal)

Creating a Language Service Resource in Azure Portal
Follow these steps to create a Language Service resource in Azure for working with Custom Question Answering and Conversational
Language Understanding (CLU):

Steps:
1. Goto Azure Portal:
https://portal.azure.com
2. Navigate to Your Resource Group:
Select the appropriate resource group where you want to deploy the service.
3. Create a New Language Resource:
o  Search for “Language” in the search bar.
o Select “Language” from the services list and click "Create."
4. Choose Features:
o Inthe configuration page, under Features, select:
- Custom Question Answering
. Custom Text Classification, Conversational Language Understanding, etc.

Important Notes:
®  You only need Custom Question Answering to use the QnA maker capabilities.
(] However, we’re selecting additional options like CLU because this case study will continue into intent and entity detection later.
. Free Tier Limitation:
Azure allows only one Free Tier Language Resource per subscription, regardless of selected features.
o Ifyou’ve already created one, you must delete it or choose a paid tier to create another.

= Micosoh Azre Lo B 08 0 R (o &
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Recent
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Step 3A. Creating resource group as per following click on review and create

« T L= tal 3 ONtext~/% /B INMAIVaIIes A% /1 W IA%SE Bich: TROD%LL % % LY N - @
Microsoft Azure £ search resources, services, and docs (G+/) [9 Copilot
Home
Create a resource group X
Basics Tags Review + create
Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want 1o manage a5 3 Group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more
Subseription * (@ Azure for Students
Resource group name * (D CAv-2-language
Region* () (Asia Pacifi) Central India 7]
Step 3B. Click on and create
DEALIN LISVERSITY (DEAKINS
Home
Create a resource group X
Basics Tags Review + create
2 Automation Link
Basics
Subscription Azure for Students
Resource group name CAv-2-language
Region Central India
Tags
None
Step 3C. we can see resource group is created successfully
T =
Home
Resource groups X
+ Create (&) Manage view Refresh & ExporttoCSV  §2 Open query = Group by none
@  You ae viewing 2 new version of Some features may be missing, Click hare 10 access the old experisnce.
Filter for any field. Subscription equals all Location equals all + Add fiiter
] nName Subscription Location
[] ) cav-24anguage Azute for Students Central india
E ¥ CAV-cust-vision-1 tudents WestUs 3
O] Ature for Student WestUS 2

Step 3D. Click on newly created resource group hamed as CAV-2-language

|

(e e

Resource groups (@) CAV-2-language # *

+ create = Group by none t Creste @ Manageview v [ Delete resource group () Retresh Open query > Move v £ Openinmobile
> ) Overview A Essentils
O R |

sxariencs. Some b ion (me

Actitylog

Centralinda

Tags (edy

]
By, Access control 1AM)
@ ng

Automation

port template

O cmee 1 Resourcevisuazee
Resources  Recommendations
Bens i
e Fiter for any field Type equalsall X Location equalsall X 7 add fiter
> CostMansgement
Shoving 010 0cfOrecords. [ Show hdden ypes o gouwng v [ istven ~] q
> voritaang
il Type T4 Location *4

No resources match your filters

inging e dieanng yous filers
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Step 4E. After clicking on resource group click to create resources

o Click on Language service

T T T

Marketplace

FronoiAN £ Opremmgimem AN N FielheeeiAl X Pedclse Al X Auchoream:A X

4. Newl GetAl-genereted suggestins (e langunge seni
Sing 1102501557 et i Squon s .

& (0]

aee 2 crne

Step 3F. click to create

Language service

Language service

Active Dirctory Heaith AD Replication Statun Device Update fo loT Hub Front Door and CON profies
*

Step 3G.Azure language services provides many default services like as follows

e  Sentiment Analysis
e  Key phrase extraction
e  Pre-built question answering
e  Conversational language understanding
. Named entity recognition
e  Text summarization
e  Text analysis for health
We select some other services also as per problem statement we select both custom question answering
Custom text classification, custom named entity recognition, custom sentiment analysis and custum text analytics for health

€ e = portal Y c X O %@
Microsoft Azure £ search resources, services, and docs (G+/)
= Microsoft Azure 2 Search resources, servces, and docs (G+/)
Home > Resource groups > CAV-

Home » Resou ups » CAV ge ) Marketplace ) Language

Select additional features 2
Select additional features
By default, Azure Al service for Language comes with several pre-built capabilities like sentiment analysis, key phrase extraction, pre-built question answerning, etc. Some ¢

to enable as part of your Language service. By default, Azure Al service for Language comes with several pre-buik capabilties lice sentiment analysis, key phrase extraction, pre-built question answering, etc. Some customiz
to enable as part of your Language service

Default features Custom features
Default features Custom features
@ Sentiment analysis Custom question answering
0 ture to answer user's questions. @ Sentiment analysis ° Custom question answering
@ Key phrase extraction ta corpus. Requires Azure A feature to answer user's questions
n more. @ Key phrase extraction ov ta corpus. Requires Azure Al
@ Pre-built question answering Se: more.

© Pre-buit question answering

@ Conversational language understanding

@ Conversational language understanding Unselect |

@ Named entity recognition
@ Named entity recognition

@ Text Summarization Custom text classification, Custom
o named entity recognition, Custom @ Text Summarization Custom text classification, Custom
© Toxt analytics for Health sentiment analysis & Custom Text o named entity recognition, Custom
Analytics for health () @ Text analytics for Health sentiment analysis & Custom Text
s thes isionzation feakines 4t Analytics for health
our products for your specific requirements. st

Requires Azure Storage. Leam more our products for your specific

= Requires Azure Storage. Lear

Unselect
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Step 3H. Setup azure language services as follow premium LRS also free service

Azure Language Service Pricing Tiers Explained

When creating a Language resource in Azure, you'll need to choose a pricing tier. These determine:
(] Cost
e  Performance
e  Features & Capacity

Free Tier (FO)
Good For:

® |learning

®  Prototyping

e  Personal/small demo projects
Key Details:

e Limited usage quota (e.g., a few thousand transactions/month)

= Microsoft Azure O Search resources, services, and docs (G+/) I  Copilot 0 B R 5225440315@deakined...
'DEAKIN UNIVERSITY (DEAKIN36...

Home > Resource groups > CAV-2-language > Marketplace > Language service > Select additional features > View full Azure search pricing details

Create Language
Custom text classification, Custom named entity recognition, Custom sentiment analysis & Custom Text
Analytics for health
Basics  Network Identity ~ Tags  Review + create You need to create your own storage when using these customization features to host and upload all your training and
labeled data and have it saved in your own Azure subscription. You get to associate only one storage account with one
Unlock insights from unstructured text using advanced natural language processing. Use sentiment analysis to find out language resource that cannot be changed moving forward.
what customers think of your brand. Find topic-relevant phrases using key phrase extraction and identify the language
of the text with language detection. Detect and categorize entities in your text with named entity recognition.

Learn more

New/Existing storage account * (®) New storage account

Learn more .

QO Existing storage account

Project Details
Storage account name * [ cavlangstoragegna v ‘

Subscription* @ | Azure for students v \

Resource group * © ‘ CAV-2-language v ‘ Storage account type * l Premium LRS v ]
Create new

Learn more about storage account types

Instance Details

Region © [ central india V] Responsible Al Notice

Name* © [cavziang-ana 7] Microsoft provides technical ing the pri ion applicable to this Azure Al service that
is made available by Microsoft. Customer acknowledges and agrees that they have reviewed this documentation and will
use this service in accordance with it.

Pricing tier * © [ Free Fo (5K Transactions per 30 days) V]
Responsible Use of Al documentation for Text Analytics for Health

View full pricing details
Responsible Use of Al documentation for Pli

° Only one Free Tier per Azure subscri ption Responsible Use of Al documentation for Language
® Includes access to: By checking this box | certfy that | have
reviewed and acknowledge the terms in
O Custom QnA the Responsible Al Notice. *
o CL

o  Text Analytics (limited)
Limitations: previous | [ Next
e  Not suitable for production use
e  Lower performance
®  No SLA (Service Level Agreement)
e Limited scalability

Standard/Paid Tier (S or SO)
Good For:
®  Production apps
e  Moderate to large workloads
Key Details:
®  Pay-as-you-go model based on usage
® Includes:
o Alllanguage features (Custom QnA, CLU, Sentiment Analysis, etc.)
e  Scalable and suitable for high traffic
e  SLA-backed service

Premium Tier (SO with LRS — Locally Redundant Storage)
Good For:
e  Enterprises
e  Mission-critical applications
Key Details:
e Includes Locally Redundant Storage (LRS):
o  Ensures your data is stored redundantly across multiple physical locations in a single region
o Improves data durability and reliability
e  Better data compliance and reliability
e  Often required for regulatory environments
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Why Choose Premium (LRS)?
e Ifyou're building a real-world, business-critical solution (like a healthcare assistant, retail bot, or government system)

®  You need high availability, data reliability, and long-term support
e  You'reintegrating with other enterprise-grade Azure services

Summary Comparison:

Tier

Free (FO)

Standard

Premium (LRS)

Cost Use Case Limits

S0 Learning & Testing One per sub, low quota

Pay-as-you-go Production & Scaling Higher quotas

Higher cost Mission-Critical Apps Highest quotas

Go to index

Storage Account in

Microsoft Azure is a foundational step for many cloud-based solutions — including Language Services like Custom Question
Answering, Conversational Language Understanding (CLU), and more. Here's a clear explanation of why you need to create one:

What is an Azure Storage Account?

An Azure Storage Account provides durable, secure, scalable cloud storage for various types of data:

e  Files

e  Blobs (binary large objects)

e Tables
®  Queues
®  Disks

It’s like a container that holds all your structured and unstructured data.

Why Create a Storage Account for Azure Language Services?
When using services like Custom Question Answering (QnA Maker) or CLU, the storage account is used for:
1. Storing Project Artifacts

e  Documents, FAQs, and datasets you upload for QnA

e  Logs, trained models, and language project definitions
2. Auto-saving Your Resources

e  Uploaded files (PDF, DOCX, TXT) used to build a knowledge base

e  Configuration files used for managing intents/entities
3. Enabling Versioning & Recovery

®  Azure automatically stores snapshots and versions of your models and resources

e  Useful for rollbacks or audits
4. Separation of Concerns

o  Keeps data storage independent from compute

e  Makes scaling, migrating, or managing resources easier
5. Integration with Other Services

e  Can be accessed by other Azure services like Web Apps, Cognitive Search, Logic Apps, etc.

o  Enables automation and orchestration

Benefits of Using a Dedicated Storage Account

Feature
Secure Access

Scalability
Backup & Restore

Benefit

Encryption at rest, identity-based access control (RBAC, SAS tokens)
Redundancy Options Choose from LRS, GRS, ZRS, etc., to match durability needs

Can handle massive datasets and traffic, grows as your project scales

Easier data recovery and fault tolerance

Example Use Case in Custom QnA

If you're building a

retail Q& A bot:

®  You upload 10 PDF documents with product FAQs.
e  These are stored in the Storage Account.

e  Azure Language Service reads those files to generate a knowledge base.
e  When users ask questions, answers are fetched based on content from storage.

Summary
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A Storage Account in Azure acts as the backbone for storing files, training data, models, and configurations used by various Azure
services. It ensures persistence, scalability, and security of your data — making it a necessary step in setting up services like QnA and
CLU.

Step 3I. Verify and Click on create review it once again

Key Observations & Conclusion

1. Free Tier (FO) was selected —suitable for student projects and learning, but it has usage limitations (e.g., limited transactions
per month, one resource per subscription).

2. Region is Central India —this can affect latency and availability if your user base is in or near that region. Always ensure your
clients and services are in proximity for better performance.

3.  Premium LRS Storage was chosen —even though you are using a Free Tier for the Language Service, you've opted for
Premium, Locally Redundant Storage:
o Ensures higher durability, redundancy, and enterprise-grade reliability for your files and data.

o Useful if you plan to store important documents, large KBs, or plan to scale to production later.
4. Good combination for growth:

o FreeTier helps during early dev/testing.
o  Premium Storage ensures your data is secure and production-ready, even if your service tier is basic for now.

= Microsoft Azure £ Search tesources, services, and docs (G+/) l O copllot 5 QB & 3225440315 Gdeskined... S
DEAXIN UNIVERSITY (DEAKIN3E.

Marketplace > Language service > Select additional feat

Create Language

Basis  Network Identity Tags Review + create

Basics

Step 3J. Deployment is in progress

», TextAnalyticsCreate-20250412211237 | Overview

+es Deployment is in progress

Step 3K. takes few minutes to deployment

,, TextAnalyticsCreate-20250412211237 | Overview
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Step 3L. Click on overview of resource group

I . s

Home

237
() CAV-2-language =

§ Creste @ Manageview [ Delete resource group () Refresh & ExporttoCSV 5 Open query - wove

4} Overview A~ Essentials

Activity log iption (move) : AR

=
B Access control (1AM)

@ nys
1 Resource visuaizer
Resoinces | Recommmndstions

Events ==

> Settings

field.. Typeequalsall X Location equalsall X Ty Add filter
> Cost Management

Showing 1to 3 of 3 records, [] Show hidden types O
> Monitoring

Type Ty

¢

Automation
% Export template Language

> Help Search service

Storage account

Get Started with Langusge service

Step 3N. verify and view keys and endpoints

L e =
CAV-2-lang-QNA | Keys and Endpoint

© megererse vey1 & sagenerse xis

Step 30. storing endpoint and key

e  Open notepad
e  Create proper name for endpoint and subscription key
e  These keys will be required for using model of azure for language services

# A Name Date modified Type Size
»* iipynb_checkpoints 12-04-2025 19:23 File folder
* [5] env 12-04-2025 21:25 Text Document 1K8

Azure Language Service -Question Answ...  12-04-2025 21:10 Jupyter Source File 907 KB

Go to

index

[ Open in mobile

No grouping
Location T4
Central india
Central india

Central india

== Uist view
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Step 4:importing secured credentials for initializing Azure QnA

- Step 4 Initializing Azure QnA and Authoring Clients with Secure Credentials 1

# get service secrets

load_dotenv(r"E:\2. MDS DEAKIN UNIVERSITY\TASK\Taské\Hands On Ipynb\.env.txt")
endpoint = os.environ.get("endpoint")

key = os.environ.get("subscription_key")

# Please note, we will create two clients, one for creating the project (Authoring) and one for querying it (Question Answering)

authoring_client = AuthoringClient(endpoint, AzureKeyCredential(key))
qna_client = QuestionAnsweringClient(endpoint, AzureKeyCredential(key))

Code Explanation

python

# Load environment variables from the .env file

load_dotenv(r"E:\2. MDS DEAKIN UNIVERSITY\TASK\Task6\Hands On Ipynb\.env.txt")

endpoint = os.environ.get("endpoint")

key = os.environ.get("subscription_key")

This block loads sensitive information (like the endpoint and subscription key) from a .env.txt file. Using environment variables helps

maintain the security of authentication credentials and keeps them separate from the source code.

python
# Initialize the Authoring and Question Answering clients
authoring_client = AuthoringClient(endpoint, AzureKeyCredential(key))
gna_client = QuestionAnsweringClient(endpoint, AzureKeyCredential(key))
Two clients are created using the provided endpoint and key:
e  AuthoringClient: Used to define and manage Question Answering projects, including creating, editing, and publishing
knowledge bases.
e  QuestionAnsweringClient: Used to interact with the published project during runtime, enabling users to send queries and
receive relevant answers.

1 Conclusion
This setup ensures secure and modular interaction with Azure Language Services by separating configuration data from core logic and
establishing dedicated clients for both authoring and runtime functionalities.

Step 5A: Creating project on language studio

y e

Vs Al Studio £

A

Get started with Azure Cognitive
Services for Language
u

Welcome to the new Language
Studio

Customize for your business needs
B "
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Sign in to portal of language studio for custom question and answering and to create project and knowledge base
You can create project manually on azure portal
2) through python sdk in our project we creating with python

Steps for creating manually as follow
2) Click on language resource you have created

1) Login Azure portal and open resource group

4)  Fillup credentials add resources information given name to project

Step 5B: Creating project on language studio (using python sdk)

Step 5 Case Study

Now that your resource is created, go to the L Studio https://I.

itive.azure.com/home

Select your resource to access the studio.

# Create new project, odd knowldege base on
authoring client - AuthoringClient(endpoint, AzureKeyCredential(key))

with authoring_client:

sses Cresting 8 new project *sesssssssssrsssszzas)

project
project = authoring client,create_project(
project_name-project_name,
options=

y, T don't have an snswer for that right now.”

...................... Creating a new project =asssssassxsasezassse
+ info:

description: Retail chatbot for assisting customers with product queries

Why is Language Studio Required?

“Retail chatbot for assisting customers with product queries”,

This Python code demonstrates how to
programmatically create a Custom Question
Answering (CQA) project in Azure Language Studio
using the AuthoringClient. It starts by initializing the
client with the required endpoint and subscription
key. Inside a context manager (with authoring_client),
the script performs the first major step: creating a
new project named "RetailBot". The project includes
basic configuration such as a description ("Retail
chatbot for assisting customers with product
queries"), the language ("en"), and an optional
multilingual setting. It also sets a default fallback
answer for when no good match is found. Once the
project is created, it prints out key project details like
the name, language, and description to confirm
successful setup.

Language Studio is an essential tool for working with Azure Cognitive Services — Language, especially when you're creating and
managing projects like Custom Question Answering (CQA).
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It provides a centralized, user-friendly platform that allows users to work with powerful Al models without needing to write code. It's
ideal for building, training, and deploying language understanding solutions.

Purpose of Language Studio
Purpose What You Can Do

i . Create Custom Question Answering (CQA), Conversation Language Understanding (CLU), or other language

Project Creation .
projects.

Data Management  Upload, edit, or manually create QnA pairs, documents, and alternate phrasings.

Training the Model  Train your knowledge base with updated content for better language understanding.

Deployment Deploy your trained model to an endpoint for API consumption or chatbot integration.

Testing & Evaluation Run test questions directly in the portal and view confidence scores, ranking, etc.

Integration
Readiness Copy Prediction URL and Deployment names required for API calls or bot setup.

Who Should Use It?
o Non-technical users: Can build QnA projects without code
e  Content creators: Manage FAQs and answers easily
e  Developers: Get trained models and integrate them into apps, bots, or APIs

Verify from the azure language studio your app is created there with name as RetailBot

17 View the project on the Language Studio:

1. Navigate to https://language.cognitive.azure.com/home

2. Before executing the above steps, we can see that the Language
e Studio had no projects. Now, you can see your project created here.
o 3. Click on the project title to view the details like source name, url,
and whether it is structured or unstructured.
m‘ ! :ﬁ) 4. Clicking on the source on this page shows you the questions and
- i answers.

2 ® Weare adding two knowledge bases here. A minimum of one

knowledge base is required.
e Please note, the knowledge base cannot have more than 3 sources
(urls, files) in Free Tier.

0° e In other words, you can add upto three sources/indices in one

)
< project, under the free tier.

1. Using Azure Language Studio Ul

e Manually but visual

¢ Add sources by uploading files (TSV, PDFs, URLs)
¢ Good for quick edits and tests

-> YES, this is correct and official.
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After creating a project in Language Studio, you can click on “Edit Knowledge Base” to manually enter question-and-answer pairs that
will form the core of your Custom Question Answering model. In this editor, you can provide a primary question along with its
corresponding answer. Additionally, you have the option to enhance the model’s understanding by adding alternate phrasings of the
question to improve recognition of user queries. You can also include follow-up prompts, which help guide users through a
conversational flow by suggesting related questions. Furthermore, metadata fields can be used to categorize, tag, or filter content
within the knowledge base for advanced query handling. This manual approach gives content creators full control over the knowledge

base without needing to write any code.

2. Using Python SDK (Code) (URL)
®  You generate .tsv files programmatically
Uit esoin, Arureeycreomtil ko) e ° Then upload via portal OR host them and connect via
code using sourceUri
-> YES, this is also fully supported and great for automation.

In this step, the code uses the AuthoringClient to add a
knowledge base source to the previously created project.
Inside the with authoring_client block, it calls the
begin_update_sources() method to add a new source, which
can be a URL, file, or Azure Blob. In this example, the source is
a URL-based FAQ document for retail products, labeled as

"retail product FAQ-editorial". It is important to note that

I . I ‘ under the Free Tier, a project can have a maximum of three
sources in total. After initiating the source update, the script waits for
the operation to complete using .result(). Once the source is
successfully added, it lists all knowledge base sources linked to the
project using list_sources(), and prints out details such as the name,
type of source (e.g., URL), and the source URI. This step is essential for

feeding content into the model for training and deployment.

Creating knowledge base of external file generated in json format

assuming we are importing it from database of app

Converting External QnA JSON Data to TSV Format for Integration and Processing (files)

This script is designed to convert a QnA JSON file—retrieved

BRI from an external application or website database—into a
structured TSV (Tab-Separated Values) format for further
processing or integration. The JSON file is assumed to contain
a structured list of question-answer entries (gnalList), each
with fields such as questions, answers, metadata (e.g.,
category), follow-up questions, and the original data source.
To avoid duplicate entries, the script uses a set to track unique
combinations of these fields. It then constructs a clean table
where each question is mapped to its corresponding answer
and metadata, and organizes the results into a pandas
DataFrame. Finally, it exports the data into a .tsv file—ideal for
use in data analysis, bulk editing, or uploading to systems like
Azure Language Studio or knowledge base editors.

This .tsv file we will add manually to language studio



15| Page Go to index

" oy new features in Azure Al Studio ) Visit Al Studio. | %

» Language Stidio ) Custom question 3Aciering > AelaiBol - Marsge sources

& Manage sources

= + Addsourcs Zditoame £ Rebsh URC 11 Dekee tnemsmre 0V Frer
9 o
O sowes Source name [r— Source type
@
o™ wipedisora/wikiRersi wipeas o w
@
O repsisesnd-sng et product FAQ-edtorisl s a
sroduia to -
©
etmian o e
@

e

3) Also we will add chi chat resource to make our bot more friendly response some formal communication (chitchat)
% S o * O %@

Add chit chat R

3 chie chat per wo 3dd 3 curated pie ta the
Knowleage base. Laam more

Chit ch wy availatie 0 = Engiish, French.
German. taian. Japanese: Koresn. Portuguess. and Spanish.

© Profssions!
O Frenaty
O wity

@ caeg

O enthsistc

Once again we run above code to add all knowledge base to out project for deployment and we got this output
We also included external url from knowledge base, like wiki-pedia, zolando but it did not solved purpose we removed it

Adding a base

1ist project sources
Knowledge base name: retailQna
Source: converted_gna.tsv
Source kind: file
Source Uri: https://qsincame.blob.core.windows.net/portal-files/ onverted_qna.tsv
Knowledge base name:
Source: gna_chitchat_Caring
Source kind: file
Source Uri: N/A
Knowledge base name: zalando
Source: https://wiw.zalando.co.uk/faa/Returns-and-Refunds
Source kind: url
Source Uri: https://ww.zalando.co.uk/faq/Returns-and-Refunds

Step 5D deployment of project

Step 5.3 deploy the project This code demonstrates the process of deploying a project in
Azure Language Studio using the AuthoringClient. After initializing
ﬁfﬁ’gh%m” ’ : the client with the provided endpoint and API key, it moves to the
,,:(.;,..‘Wmm T . deployment phase. The begin_deploy_project () method is called
S to deploy the project named RetailBot under the deployment
) et name "production". This method initiates the deployment
ceptomen, pter.resiit() process, and the .result() function ensures that the script waits for
e T the deployment to finish before proceeding. After the deployment
y T— is completed, the script retrieves a list of all deployments
i ot o) associated with the project by calling list_deployments(). The
rine(@ deployment details are then printed to the console for review,
ssesssssnsnessessess Degloying the profect sessssssmnessesesese allowing you to verify the deployment status and any additional

view project deployments
{"deploymenthizne’: “production’, ‘lastDeployecdateTine': "2025-84-15T13:10:272°}

metadata associated with each deployment.

’ Ty rew emures i Asure Al St Vit Al b |

g m—— s mowa SR After deploying through python sdk the model will generate
prediction Url we can save it for model evaluation and testing
Also om language studio there are other information like date
time of deployment, location, resource name etc.

Note: date and time and information or screen shot may vary

due to multiple trial and testing of resources
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Another way to create project Using REST API (Direct HTTP Calls) (not for this project just for information)
This is the third official method:
®  You call the Azure Language Service REST API to create projects, add/update sources, and deploy — without using Python SDK
or the portal.

Great for use in systems where Python isn’t available (e.g., Node.js, bash scripts, Postman, custom backend, etc.)
Step 6: Create Azure bot

After the project is successfully deployed in Language Studio, the next step is to create a bot that uses the deployed model. To
automate and streamline this process, we use an Azure Resource Manager (ARM) custom deployment template. This template allows
us to define all the resources needed for the bot — such as the Web App Bot, App Service Plan, and Language Studio project
integration — in a structured JSON file. By deploying the ARM template, we can provision all necessary Azure resources in one go and
link the deployed Language Studio project to the bot seamlessly. This approach ensures consistency, reduces manual configuration

errors, and enables easy redeployment in different environments (like development, testing, or production).

Custom deployment

H

Once the Language Studio project is successfully deployed, the next step is to integrate it into a chatbot by creating and deploying an
Azure Bot using a custom ARM (Azure Resource Manager) template. This template automates the process of setting up all the
necessary Azure resources required for the bot. The process begins by downloading the deployment template and parameters file in
JSON format from the Azure portal. These files define the infrastructure and configuration needed for deployment, such as the bot
service, web app, and integration with the deployed Language Studio project.

After downloading, the parameters file is manually edited to reflect the desired configuration. This includes updating fields like the
bot’s name, region (location), endpoint URL, and description. These changes make the deployment specific to your bot's requirements
and hosting setup. Once editing is complete, both the template and parameter files are uploaded back into the Azure portal using the
“Deploy a custom template” option. From there, the deployment is reviewed and initiated.

This method provides a repeatable and customizable way to deploy bots at scale and is especially useful in production environments
where consistency and automation are important.

Downloading that format in of template and parameters manually editing and uploading it again the format in Jason is as follows
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Edit template _
Edit parameters

Here is the step-by-step process

1. Please Prefill the data like RG, Language key, bot name, creation type etc as you mentioned in the screenshot above.

2. Then go back to 1st step and download the template by clicking on "Edit Template" (ignore Ul changes prompt and say yes) and
Download

3. Then go to "Edit parameter"((ignore Ul changes prompt and say yes) as mentioned in below screenshot
(Go to Custom Template link and upload the files of template and parameter, Put RG name in prefilled template and deploy)

4. Goto Custom template link and click on "Build you own template in the editor"

5. Upload the Template file from step-2 in load file option for "Edit Template" and save.

6. Then upload the parameter file from step-2 in "load file" option from "Edit parameters" and save
7. You will see the details like language key, creation type etc prefilled now

8. Putdetails of Resource group again and deploy.

9. Once deployed, you can locate the bot and test it from webchat.

Microsoft. Template-20250417193440 | Overview

@ Your deployment is complete

Step 7 Test bot on Azure web chat service

¢ 8011020
p BOTID20 | Test in Web Chat

st W Ot

We have successfully performed Web Chat testing on the Azure Portal, and the bot is responding satisfactorily. The next step is to

deploy the bot and integrate it with social media platforms such as Telegram for broader accessibility and real-world interaction.


https://portal.azure.com/%23create/Microsoft.Template
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1) Weclick on telegram available channel and enter access token from telegam
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BotFather is the one bot to rule them all. Use it to create new bot accounts and manage your
existing bots.

About Telegram bots:
hitps: X X
Bot APl manual:
hitps:

g/bots

Lbots/api

Contact ions about the Bot API.

I can help you create and manage Telegram bots. If you're new to
the Bot AP), please see the manual.

You can control me by sending these commands:

/newbot - create a new bot
Jmybats - edit your bots

Edit Bots
/setname - change a bot's name
/setdescription - change bot description
/setabouttext - change bot about info
7sstuserpic - change bot profile photo
/sstcommands - change the list of commands
Ideletebot - delete a bot

Bot Settings
71oken - generate authorization token

/setinlinegeo - toggle inline location requests

/setjoingroups - can your bot be added to groups?
'{sﬂ /setprivacy - toggle privacy made in groups

[ VebApps

@ 1 /myapps - edit your web a0ps

| =

/newapp - create anew wieb agp
~ [listapps - get alist of your web apps
~ /editapp-editaweb
& | /deleteapp - delete an existing web app

Games
/mygames - edit your games

| Inewgame - create a new game
flistgames - get a list of your games
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Connecting Telegram to Azure Bot

1. Create a Bot on Telegram

o Open the Telegram app and search for BotFather.

o Start a chat with BotFather and send the command
/newbot.

o Follow the instructions: choose a name and a unique

username for your bot (ending with bot, e.g., myretailbot).

o Once created, BotFather will give you a Bot Token. Save this token
securely; it's needed to connect with Azure.

2. Goto Azure Portal

o Navigate to your Bot Channels Registration or Web App Bot in the
Azure portal.

o Inthe left-hand menu, select Channels.

3. Add Telegram Channel

o Click on Telegram from the list of available channels.
o Inthe configuration window:

" Paste the Bot Token you received from BotFather.

n

Optionally, set up a webhook or additional security parameters.

o Click Save to add the Telegram channel.

4. Verify Connection

o  After asuccessful connection, you will see the Telegram icon under
the “Configured channels”.

o You can now message your bot on Telegram using its username.

5. Test the Integration

o Open Telegram and search for your bot by the username.

o Startachat and type a test message to verify that your bot
responds as expected.

Note: | have created steup and username and bot name as shown in
image.

Finally tested out bot and began chatting successfully.
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step 9: model testing and evaluation

import requests B
from fuzzywizzy import fuzz
from sklearn.metrics import precision_score, recall score, f1_score, confusion_matrix

import matplotlib.pyplot as plt
import seaborn as sns

SUBSCRIPTION KEY = key
SIMILARITY_THRESHOLD = 78 # Adjust as needed

HEADERS =
": SUBSCRIPTION_KEY,

test_data =
‘question”:

, headers=HEADERS, json=payload)
result = respons

predicted_answer = result.get("answers”, [{}1)[0].get("ansuer", "No Answer")
true_answer = item["answer”

similarity =

2.token_set_ratio(predicted_answer, true_answer)
ity >= SIMILARITY_THRESHOLD

is_correct = similarity >= SIMILARITY_THRESHOLD

")

nfusion_matrix(y_true_binary, y_pred_binary)
(6, 6))

rix, annot=True, fmt='d", cmap='8lues’, xticklabels=["Incorrect”, "Correct”], yticklabels=["Incorrect”, "Correct”

)

»

Go to index

Code Breakdown

1. Import Libraries

python

import requests

from fuzzywuzzy import fuzz

from sklearn.metrics import precision_score, recall_score,

f1_score, confusion_matrix

import matplotlib.pyplot as plt

import seaborn as sns

. These are your imports:

o  requests: for making HTTP API calls to your Azure QnA

endpoint.

o  fuzz (from fuzzywuzzy): for computing similarity

between expected and predicted answers.

o  precision_score, recall_score, f1_score,
confusion_matrix: metrics from sklearn to evaluate the
model.

o matplotlib and seaborn: for plotting the confusion
matrix.

2. Configuration

PREDICTION_URL = PREDICTION_URLs # Replace this with
actual endpoint string

SUBSCRIPTION_KEY = key # Replace this with actual
subscription key

SIMILARITY_THRESHOLD = 70 # Minimum similarity
score to consider the answer a correct match

e These values connect your script to Azure and define
how strict your answer matching is.

e  SIMILARITY_THRESHOLD decides whether the predicted answer is similar enough to be considered correct.

3. HTTP Headers
HEADERS = {
"Ocp-Apim-Subscription-Key": SUBSCRIPTION_KEY,

"Content-Type": "application/json"
}

e  Standard Azure header with your subscription key for authentication.

4. Test Data
test_data=[

[T ", n u}
5 T

{"question": "...", "answer

e  Thisis your manually prepared test dataset with:
o  Aquestion to ask the bot.

o The expected answer to compare with the prediction.

5. Evaluation Loop
y_true_binary =[]
y_pred_binary =[]

for item in test_data:
payload = {"question": item["question"], "top": 1}

response = requests.post(PREDICTION_URL, headers=HEADERS, json=payload)

result = response.json()
e  You send each question to the Azure QnA bot.

e  top:1tells Azure to return the most relevant answer.

6. Prediction vs Ground Truth

predicted_answer = result.get("answers", [{}])[0].get("answer", "No Answer")

true_answer = item["answer"]

e  Extract the predicted answer from the JSON response.

e  Get the expected answer from the test data.
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7. Fuzzy Matching
similarity = fuzz.token_set_ratio(predicted_answer, true_answer)
is_correct = similarity >= SIMILARITY_THRESHOLD
e  fuzz.token_set_ratio compares the strings in a way that ignores word order and partial matches.
e If the similarity score is higher than your threshold (e.g., 70), it's considered a correct prediction.

8. Build Ground Truth and Prediction Labels
y_true_binary.append(1)
y_pred_binary.append(1 if is_correct else 0)
®  You assume all test questions have a correct answer (1iny_true_binary).
e  Your model's prediction is 1 (correct) or O (incorrect), depending on whether similarity met the threshold.

9. Print Summary
python
print(f"Q: {item['question']}")
e  This logs each question, expected answer, predicted answer, similarity score, and match status.

10. Metrics

python

precision = precision_score(y_true_binary, y_pred_binary)

recall = recall_score(y_true_binary, y_pred_binary)

f1=f1 score(y_true_binary, y_pred_binary)
e  Precision: Of the answers your bot said were correct, how many actually were?
e  Recall: Of all actual correct answers, how many did the bot identify?
e  F1Score: Balance between precision and recall.

11. Confusion Matrix
python
conf_matrix = confusion_matrix(y_true_binary, y_pred_binary)

sns.heatmap...)
e Shows the classification performance visually.
o  True Positive (TP) = Predicted correct, and it is correct.
o False Positive (FP) = Predicted correct, but it’s wrong.
o  True Negative (TN) - Predicted wrong, and it is wrong (you don’t have these in your current setup).
o  False Negative (FN) - Predicted wrong, but it was actually correct.
Since you're only testing questions with known correct answers, y_true_binary only contains 1s — this means:
®  Youwon't see True Negatives (bottom-left cell).
e Any mismatch will appear as False Negative (top-left: True=1, Predicted=0).

Conclusion / Suggestions
®  Yoursetup is correct and well-structured.
e If you want more realistic evaluation (including False Positives and True Negatives), include some irrelevant questions too
that your KB shouldn't be able to answer.
e  This will help test how good your bot is at saying “I don’t know.”
Key Changes:
1. Confusion Matrix:
o  Plotted using seaborn and matplotlib for better visualization. This will give a clear view of how well the bot is
performing in predicting correct vs incorrect answers.
2. Conclusion:
o Based on the evaluation metrics (Precision, Recall, F1), the script prints some possible improvements:
= |f Precision is low, the model might be providing more incorrect answers.
= |f Recall is low, the model might be missing correct answers.
=  |fFlislow, it indicates an imbalance between Precision and Recall.
= Based on which metric is higher or lower, recommendations are provided for improvement.

Interpret the Output:
e  Confusion Matrix: Shows how many true positives (correct predictions) and false positives/negatives the model has. It helps
identify if the model is biased towards predicting certain types of answers.
e  Conclusion: Based on the metrics (precision, recall, F1 score), we can adjust:
o  Threshold tuning: You may want to adjust the similarity threshold (e.g., 80%) for better precision and recall
balance.
o0 Model improvement: Adding more varied examples to the knowledge base can enhance recall and precision.

Conclusion on Next Steps:
If you get a low F1 score, precision, or recall, here are some ways to improve:

. Increase the diversity of questions and answers in the knowledge base.
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o Tune the similarity threshold to reduce false positives or false negatives.
. Expand the knowledge base with more specific and varied content to ensure the model can handle a wider range of user queries.

. ~
Q: What is your return policy?

Answer: You can return the product within 3@ days.

Predicted: You can return items within 38 days of purchase, provided they are unused and in original packaging
y: 83 + [@ Match

er using the tracking 1D sent to your email.
Predicted: You can track your order by visiting the 'My Orders' section on our website.
similarity: 64 + ¥ Mismatch

o cel an order?
Answer: Orders can be canceled within 1 hour of placement by contacting customer support. After that, they cannot be canceled
ed within 1 hour of placement by contacting customer support. After that, they cammot be canceled.

Q: Tell me about shipping charges

Answer: Shipping is free for orders above $50.

e offer free standard shipping on orders over $50. Shipping costs for smaller orders depend on location.
+ B vatch

predicted
similarit

Q: What payment methods do you accept?
Answer: any netbanking , gpay, Paypal, neft, credit, debit/credit card.

we accept all major credit card
y: 47 + ¥ Mismatch

, and online bank transfers

Q evaluation Metrics
Precision: 1.08
Recall:  0.68
F1 Score: 0.75

Confusion Matrix

True
Incorrect
°
°

Correct

-05

-0.0

Incorrect Correct
Predicted

Step 10 : Deleting project Recourses

Recommended Practice
After completing a project in Microsoft Azure, it is essential to review and delete all unnecessary or unused resources. These typically
include:

®  Resource Groups

Virtual Machines (VMs)

App Services and App Service Plans

Azure SQL Databases or Cosmos DB

Azure Storage Accounts

Azure Cognitive Services (e.g., Language Studio, QnA Maker, CLU projects)

Networking components (e.g., Public IPs, Load Balancers, Virtual Networks)
Importance of Resource Cleanup in Azure
1. Cost Optimization:
o  Azure charges for most services on a pay-as-you-go basis.
o Evenidle services (like VMs or reserved IP addresses) can accumulate costs.
o Deleting unused resources helps avoid unnecessary billing.
2. Security Best Practices:
o Unused services and public endpoints can be vulnerable to attacks.
o  Removing them minimizes the attack surface of your Azure environment.
3.  Better Resource Management:
o  Helps maintain a clean and organized Azure subscription.
o  Simplifies navigation, auditing, and future planning.
4. Quota and Subscription Limits:
o  Azure enforces subscription quotas for various services.
o Deleting unused resources frees up limits for future deployments.
5.  Prevent Unintentional Dependencies:
o Leftover resources may interfere with future projects, especially if names, ports, or IPs are reused.
Best Practices
e  Use Resource Tags during project deployment for easy identification and cleanup.
e  Utilize Azure Cost Management tools to analyse usage and locate idle resources.
e  Consider implementing automation (e.g., Azure Policy or Azure Automation) for scheduled cleanup.
e  Always double-check dependencies before deleting resource groups or shared components.
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